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Security Features in Blackboard Collaborate   

 Restrict guest access 

Guest links are public links that anybody who has the link can use. For example, if you send the 
link to a student and they share the link, anybody they share the link with can join, and so on. If 
you want to keep your session secure, don't use guest links. If you do decide to use guest links, 
make sure guests are assigned the participant role and restrict participant access. 

You can also turn off guest access. 

1. From the scheduler find a session and select the Session Options. 

2. Select Edit settings. 

3. Clear the Guest access check box. 

 

NOTE: When guest access is off anybody with a guest link can no longer join your session. 

If you allow attendees to dial into a session, anonymous dial-in is still available. For a secure 

session don't share the anonymous dial-in information. The anonymous dial-in information is 

only available to attendees when moderators share it with them. Attendees can join the session in 

their browser and use the dial-in information in the Session menu, which is secure. To learn 

more, see Collaborate teleconference. 

 

 

 

 

 

Guest access on 

 

Guest access off 

 

https://help.blackboard.com/Collaborate/Ultra/Moderator/Session_Security#restrict
https://help.blackboard.com/Collaborate/Ultra/Moderator/Get_Started/Navigation#scheduler
https://help.blackboard.com/Collaborate/Ultra/Moderator/Join_Sessions/Collaborate_Teleconference
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 Limit invitations from Session Settings 

You can't send invitations from sessions in your courses. 

If attendees can't join from a course, invitations are the next best thing.  

1. Go to a session's settings. 

2. Expand Invitations. 

3. Select Invite Attendee. 

4. Type the person's name and email address.  

Use the name the person will use when they join. 

5. Optionally, assign the person the participant role and restrict participant access. 

6. Select Invite Attendee. 

An email with a join link is sent to the address you typed. The invitation link only works for the 

intended attendee and won't allow the invitee to enter a custom name. 

 

 Restrict participant permissions 

Limited permissions stop disruptive participants from doing anything you don't want them to. Go 

to Session Settings and make sure these participant permissions are turned off at the beginning of 

your session: 

 

https://help.blackboard.com/Collaborate/Ultra/Moderator/Session_Security#restrict
https://help.blackboard.com/Collaborate/Ultra/Moderator/Schedule_Sessions/Session_Settings
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• Audio: Participants can't use their audio during the session when the Share audio check 
box is clear. 

• Video: Participants can't turn their video on during the session when the Share video 
check box is clear. 

• Chat: Participants can't post chat messages during the session when the Post chat 
messages check box is clear. 

• Draw: Participants can't edit the whiteboard or shared files when the Draw on whiteboard 
and files check box is clear. 

Participant permissions are turned on and off for all participants. You can't turn the permissions 

on or off for individual participants. If you want to give an individual participant more 

permissions, promote them to a presenter. 

More on the different role and their permissions 

Participant permissions only apply to attendees assigned the participant role. By default, sessions 

have one moderator. Everybody else is a participant. If you aren't sure, you can confirm roles in 

the Attendees panel during the session. Change the role of anybody who isn't a participant and 

should be.  

 

 Have everyone join from a course 

If Collaborate is integrated with your Learning Management System (LMS), use your course 

room or create new sessions in your course. The most secure way to join a session is from a 

course. 

Sessions in a course require attendees to sign into the course to access the session. The LMS 

authenticates the user and creates a unique session link that helps each session identify the user. 

Each link is associated with an individual session and a specific user in that session. This means 

that the link only works for that user in that moment. The link to join session can't be used again 

or shared with another user. Session links expire after 5 minutes. 

 

https://help.blackboard.com/Collaborate/Ultra/Moderator/Moderate_Sessions/Manage_Attendees#promote
https://help.blackboard.com/Collaborate/Ultra/Moderator/Moderate_Sessions/Manage_Attendees#roles
https://help.blackboard.com/Collaborate/Ultra/Moderator/Moderate_Sessions/Manage_Attendees
https://help.blackboard.com/Collaborate/Ultra/Moderator/Moderate_Sessions/Manage_Attendees#promote
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 Mute attendees 

Moderators can mute individual attendees or everyone in a session. This includes attendees using 

the Blackboard app or the Blackboard Instructor app. 

• Mute individual attendees: From the Attendees panel, point to an attendee with their 

audio on. Select Attendee controls. Select Mute. 

• Mute all attendees: Select More options at the top of the Attendees panel. Select Mute 

All. 

 

Mute everyone 
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Mute one attendee 

Muted attendees see a notification telling them that the moderator has muted their microphone. 

Note: Attendees can turn their microphone back on after being muted. 

 What can the different roles do? 

Users can be moderators, presenters, participants, and captioners in the Ultra experience. 

• Moderator: Moderators have full control over all content being shared. They can make 

any attendee a presenter or a moderator. Moderators see hand raise notifications and can 

lower hands. They can remove attendees from a session, but they cannot remove other 

moderators. Moderators can set the session settings, including deciding what participants 

can and can't do. Moderators get email with links to their session recordings. 

• Presenter: The presenter role is designed to allow students to present without giving 

them full moderator privileges. Presenters can upload, share, edit, and stop sharing 

content. They can also see hand raise notifications and can lower hands. 

• Participant: Participants can enable and disable notifications, such as when participants 

enter and leave a session or when someone has posted something to the chat. Moderators 
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decide if participants share audio and video, chat, and draw on the whiteboard or shared 

files. 

More on participant permissions 

• Captioner: The captioner role is designed to provide an accessible learning experience 

for students who are deaf or hard of hearing, as well as for students whose native 

language is different from the moderator's. An attendee is assigned this role by a 

moderator. The captioner is given an area to type what is being said. Other attendees can 

view what the captioner is typing in real time. You can have multiple captioners for 

multiple languages. 

More on being a captioner 

 

 Remove attendees 

Remove an attendee any time you need. 

Point to an attendee in the Attendees panel and select Attendee controls. Select Remove from 

session. 

https://help.blackboard.com/Collaborate/Ultra/Moderator/Moderate_Sessions/Manage_Attendees#permissions
https://help.blackboard.com/Collaborate/Ultra/Moderator/060_Accessibility/Live_Closed_Captioning#Being_a_Captioner
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Moderator sees attendee is removed 

 

Attendee is notified they are removed 

Can an attendee rejoin? 

If the attendee joined from a guest link, they can use the guest link to join again right away. 

If the attendee joined from a course, they are notified about the disconnection and aren't allowed 

to reconnect. If the session is open ended like the course room, the attendee can rejoin after the 

moderator has left and rejoined the session. The attendee can join the session again the next time 

the moderator joins. 
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